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1
CONTROLLING OPERATION OF A
NETWORK APPLICATION BASED ON
NETWORK INFORMATION AND
APPLICATION BEHAVIOR

TECHNICAL FIELD

The present disclosure relates to networking.

BACKGROUND

Path computation is a technique in networking and tech-
nologies, such as Resource Reservation Protocol-Traffic
Engineering (RSVP-TE), Segment Routing (SR), and Seg-
ment Routing version 6 (SRv6). The technique has been
used to implement constraint-based algorithms (e.g., low-
latency paths, disjoint path, etc.). The calculation for these
constraint-based algorithms is typically performed either
inside network devices or at a centralized server (e.g., path
computation element (PCE) server). These calculations
receive as input a topology of the network and network and
service states (e.g., latency, bandwidth, jitter, packet loss,
etc.).

A standardized mechanism may be used for exporting
metrics, such as logs and traces from endpoints to back-end
systems. This type of mechanism may be used to export
application telemetry data from an on-host or centralized
path computation element (PCE). However, path computa-
tion elements (PCE) render several decisions without taking
into consideration the state of the path computation element
applications. This may lead to several adverse conse-
quences. For example, selection of local versus remote path
computation is performed without considering the perfor-
mance of either of these options which may result in network
degradation or the selection of less efficient paths. Further,
the selection of a centralized path computation element
(PCE) server is determined based on simple preference
settings (and without considering the performance of the
different servers), thereby leading to selection of a lesser
performing server. Moreover, the path computation calcu-
lations performed by the PCEs do not consider the impact to
path computation element applications for a given request,
thereby affecting overall network performance.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of an example environment in
which network operations may be implemented, according
to an example embodiment.

FIG. 2 is a block diagram of the environment of FIG. 1
with further details of performing network operations,
according to an example embodiment.

FIG. 3 is a flowchart of a method for predicting applica-
tion performance for a hypothetical network scenario and
determining corresponding adjustments, according to an
example embodiment.

FIG. 4 is a flowchart of a method for determining a
benchmark for an application on a network, according to an
example embodiment.

FIG. 5 is a flowchart of a method for predicting network
performance for a hypothetical application scenario and
determining corresponding adjustments, according to an
example embodiment.

FIG. 6 illustrates a flowchart of a generalized method for
controlling operation of a network application, according to
an example embodiment.
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FIG. 7 illustrates a hardware block diagram of a comput-
ing device configured to perform functions associated with
control of a network application as discussed herein, accord-
ing to an example embodiment.

DETAILED DESCRIPTION
Overview

In one example embodiment, at least one processor deter-
mines an impact of an event on a network to a network
application based on network data and telemetry information
of the network application. The telemetry information of the
network application is obtained from the network applica-
tion placed under conditions corresponding to the event. The
at least one processor adjusts operation of the network
application based on the impact.

EXAMPLE EMBODIMENTS

Path computation elements (PCEs) of a network render
several decisions without taking into consideration the state
of the path computation element (PCE) applications on the
network. This may lead to several adverse consequences.
For example, selection of local versus remote path compu-
tation is performed without considering the performance of
either of these options which may result in selection of less
efficient paths. Further, the selection of a centralized path
computation element (PCE) server is determined based on
simple preference settings (and without considering the
performance of different servers), thereby leading to selec-
tion of a lesser performing server. Moreover, the path
computation calculations performed by the PCEs do not
consider the impact to path computation element (PCE)
applications for a given request, thereby affecting overall
network performance.

An example embodiment combines application telemetry
data with network data (e.g., network topology and state
information) to provide enhanced control for a network
application, such as a path computation application. The
example embodiment uses a closed-loop analysis of these
diverse sets of data to, among others, dynamically allocate
resources, decide a best path computation element (PCE)
server for different head-ends, establish or modify PCE
server admission control rules, and/or establish or modify
network design rules. The example embodiment further
predicts results for hypothetical (e.g., “what-if”, etc.) sce-
narios based on application benchmark data.

An example embodiment uses application benchmarking
information to modify network applications and control-
plane applications, such as a path computation application.
Network probes are used to create new network control
traffic and more benchmarking scenarios.

An example embodiment evaluates a hypothetical (e.g.,
“what-if”, etc.) network scenario that includes network data
or information (e.g., topology, states, etc.) and application
performance tracing information using application bench-
marking. By way of example, the evaluation is used for a
path computation application. However, the evaluation may
be used for various other network applications (e.g., routing
applications, probing applications, sustainability applica-
tions, telemetry streaming applications, etc.). The example
embodiment simulates hypothetical (e.g., “what-if”, etc.)
scenarios by combining network changes and application
performance information. The application performance may
be augmented by other traffic and/or application character-
istics that can be obtained through telemetry, such as appli-
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cation power usage. Different closed-loop implementations
for adjusting the path computation application include path
computation element (PCE) resource allocation, priorities
for selection of a PCE server for head-ends or re-configu-
ration, PCE server admission control, and/or network design
or configuration.

As increased quantities of applications are deployed on a
network, an example embodiment correlates application
behavior and network performance. The example embodi-
ment enriches a path computation model by incorporating
application telemetry information, such as application met-
rics and traces. This additional information is collected from
both the network and the path computation element (PCE)
infrastructure, and provides several improvements. By way
of example, resource allocation may be performed based on
hypothetical (e.g., “what-if”, etc.) scenarios. The application
telemetry information enables resources for path computa-
tion to be applied on-demand based on current statics and
hypothetical (e.g., “what-if; etc.) scenarios covering net-
work failures.

For example, new scenarios may be considered for net-
work planning to assist in path computation, where the path
computation application performance is modified to under-
stand the impact to the network. An example scenario may
include an impact on network convergency from an increase
of path computation element (PCE) computing delays. This
can be evaluated from the use of application telemetry
combined with network telemetry.

Further, selection of a centralized path computation ele-
ment (PCE) server may be based on PCE load. The appli-
cation visibility and hypothetical (e.g., “what-if”, etc.) sce-
narios enable determination of different head-ends to
distribute a request for path computation and may leverage
closed-loop performance information (instead of using static
preferences). Moreover, path computation elements (PCE)
may prevent application-level degradation by using admis-
sion control, including an ability to reject path computation
requests that may compromise performance. In addition,
network design rules may be dynamically adjusted based on
the application visibility and hypothetical (e.g., “what-if”,
etc.) scenarios.

While the present embodiments are described with respect
to path computation (or path computation elements (PCEs)
and/or a path computation application), it will be appreci-
ated that the present embodiments may be applied to various
other network related operations, processes, or applications
(e.g., routing processes or applications, probing processes or
applications, collection processes or applications, sustain-
ability processes or applications, telemetry processes or
applications, etc.) to control those processes based on an
impact to applications, a network, and/or hypothetical sce-
narios in substantially the same manner described below.

FIG. 1 illustrates a block diagram of an example envi-
ronment 100 in which an embodiment presented herein may
be implemented. By way of example, environment 100 is
described with respect to path computation (or path com-
putation elements (PCEs) and/or a path computation appli-
cation). However, it will be appreciated that the environment
may be used for various other network related operations,
processes, or applications (e.g., routing processes or appli-
cations, probing processes or applications, collection pro-
cesses or applications, sustainability processes or applica-
tions, telemetry processes or applications, etc.) in
substantially the same manner described below.

Environment 100 includes a network 110 with one or
more network nodes 112, one or more path computation
element (PCE) servers 120, and an analysis module 130.
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Path computation determines routing paths through the
environment, and employs a path computation application
for this determination. The path computation is determined
by path computation elements (PCEs) that execute the path
computation application, and may include PCE servers 120
and/or network nodes 112. By way of example, the path
computation application includes centralized PCE applica-
tions on PCE servers 120 and distributed PCE applications
114 on network nodes 112. In the example embodiment, the
path computation may utilize network information and
information for the centralized and distributed PCE appli-
cations to control the path computation. However, the path
computation and other applications for use with present
embodiments may include any types of applications (e.g.,
centralized or on-premise or on-host, distributed, hybrid
including centralized and distributed applications, etc.).

Path computation element (PCE) servers 120 are prefer-
ably centralized, and may be coupled to, or included within,
network 110. The PCE servers (and PCE centralized appli-
cations) perform the path computation in combination with
network nodes 112 (and distributed PCE applications 114)
for routing within environment 100. Network nodes 112
provide network information (e.g., network topology infor-
mation, network state information, network service infor-
mation, etc.) to PCE servers 120 for use in determining
paths.

Analysis module 130 may be disposed within a path
computation element (PCE) server 120 and/or network node
112, or may be (or disposed within) a computing device
coupled to, or included within, a PCE server and/or network
node. Analysis module 130 receives network topology and
state information (e.g., bandwidth, central processing unit
(CPU), memory, etc.), and centralized PCE application
information (e.g., metrics and traces) from PCE servers 120.
In addition, analysis module 130 receives PCE distributed
application information (e.g., metrics and traces) from net-
work nodes 112. The network nodes may stream perfor-
mance or other information pertaining to the distributed PCE
applications. Analysis module 130 analyzes the network and
centralized and distributed PCE application information, and
uses analysis results to control the path computation appli-
cation for determining paths. This may form a closed loop
for determining the paths. The analysis module may predict
impacts to the path computation application and/or network
based on hypothetical (e.g., “what-if”, etc.) scenarios using
the network and centralized and distributed PCE application
information. The analysis may be used for capacity planning
and/or for real-time configuration of the network and/or the
path computation application.

Referring to FIG. 2. analysis module 130 includes a
database 210 that stores network topology and state infor-
mation (e.g., bandwidth, central processing unit (CPU),
memory, etc.) and centralized and distributed path compu-
tation element (PCE) application information (e.g., metrics
and traces) received from PCE servers 120 and network
nodes 112. Thus, telemetry collection may combine infor-
mation from the network topology and state with application
telemetry data (e.g., centralized and distributed PCE appli-
cations).

Analysis module 130 may benchmark the centralized and
distributed path computation element (PCE) applications at
operation 240, thereby creating baselines for normal appli-
cation operations and for an impact of different hypothetical
(e.g., “what-if”, etc.) scenarios. This may be accomplished
due to collection of the application telemetry data for the
centralized and distributed PCE applications. Periodic
events may include the use of probes to measure behavior of
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the PCE infrastructure (e.g., PCE servers 120, network
nodes 112, and the centralized and distributed PCE appli-
cations) under stress. The benchmark includes various met-
rics that may be measured for scenarios (e.g., resources
used/stressed, disabling each individual link of the network
environment, node failures (e.g., failure of multiple links,
etc.), path computation application behavior (e.g., response
time, throughput, requests handled, etc.), etc.).

Analysis module 130 uses information from the network
states, centralized and distributed PCE application perfor-
mance and benchmarks, and/or the probe responses to
simulate or execute hypothetical (e.g., “what-if”, etc.) sce-
narios (across network circumstances and application per-
formance) at operation 220. Common hypothetical (e.g.,
“what-if”, etc.) network scenarios (e.g., link/node failures in
the network environment, etc.) may be maintained in a
scenario library 230. By way of example, the hypothetical
(“what-if”) scenarios may include single link failures of all
network links in the environment.

Analysis module 130 analyzes results of the simulated
hypothetical scenarios at operation 250. The hypothetical
(e.g., “what-if”; etc.) scenarios may be simulated for peri-
odic events or a given network event, and various outcomes
and closed loops may be perceived. The simulated hypo-
thetical (e.g., “what-if”, etc.) scenarios are used to predict
future performance or outcomes for a given scenario which
are used to adjust the path computation. This may be used
for capacity planning and/or real-time configuration of the
network and/or path computation application (e.g., central-
ized and/or distributed path computation element (PCE)
applications) for more precise path computation. The hypo-
thetical (e.g., “what-if”, etc.) scenarios may be from the
perspective of the network environment or the path compu-
tation application. For example, a hypothetical (e.g., “what-
if”; etc.) scenario may correspond to a network event (e.g.,
failure of a link, etc.) to predict an impact to the path
computation application. Alternatively, a hypothetical sce-
nario (e.g., “what-if”, etc.) may correspond to a path com-
putation application event (e.g., slow response for a central-
ized or distributed path computation element (PCE)
application, etc.) to predict an impact to the network (e.g.,
slow convergence (or time for routers to obtain information
providing a same view of network topology), etc.).

The hypothetical (e.g., “what-if”, etc.) scenarios are dif-
ferent from typical network simulations that examine an
impact on network devices. In contrast, analysis module 130
determines network changes and also an impact on the
performance of the path computation application (e.g., cen-
tralized and distributed path computation element (PCE)
applications, etc.). This impact on path computation appli-
cation performance may be ascertained from past experi-
ences and/or by using probes that stress the PCE infrastruc-
ture (e.g., PCE servers 120, network nodes 112, and the
centralized and distributed PCE applications), and assist the
system in creating baselines for PCE infrastructure behavior
under stress.

A resulting determination from a hypothetical (e.g.,
“what-if”, etc.) scenario indicates whether or not the path
computation element (PCE) infrastructure (e.g., PCE servers
120, nodes 112, and the centralized and distributed PCE
applications) could support theoretical network events with-
out affecting customer experience and assigned thresholds
(e.g., service level agreement (SLA), etc.). The results from
simulation of the hypothetical (e.g., “what-if”, etc.) scenario
(e.g., impact to the path computation application, etc.) may
provide possible variations from a current state that may be
sent as feedback to network 110 and/or PCE servers 120.
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By way of example, a resource decision may be rendered
based on simulation results at operation 260 (e.g., more or
less resources may be allocated to the path computation
application, etc.). The application telemetry information
enables resources for path computation to be applied on-
demand based on current statics and the hypothetical (e.g.,
“what-if”, etc.) scenarios covering network failures. For
example, path computation applications take longer and
affect network performance during topology changes (e.g.,
interface down/node down). These failures are simulated to
calculate the path computation application performance.
Resource allocations may be performed for the path com-
putation application (e.g., resource allocations for contain-
ers, virtual machine (VM), central processing unit (CPU),
memory, etc. for the centralized and/or distributed path
computation element (PCE) applications). The resource
allocations may scale resources up or down, and may also
scale resources in or out (e.g., adding or removing resource
instances, etc.) based on the simulation results (e.g.,
decreased or increased path computation application perfor-
mance, etc.). For example, resources may be scaled up or in
for decreased path computation application performance,
and may be scaled down or out for increased path compu-
tation application performance.

Priorities for selection of a path computation element
(PCE) server 120 may be determined at operation 270 based
on the simulation results (e.g., the priorities adjust selection
to avoid selecting a busy PCE server, etc.). The application
visibility and hypothetical (e.g., “what-if”, etc.) scenarios
enable determination of different head-ends to distribute a
request for path computation, and may leverage closed-loop
performance information (instead of using static prefer-
ences).

New admission control rules may be set (or existing rules
modified) for path computation element (PCE) servers 120
and/or network nodes 112 at operation 280 based on the
simulation results. In this case, the path computation ele-
ment (PCE) servers and/or network nodes may prevent
application-level degradation by using admission control,
including an ability to reject path computation requests that
may compromise performance.

In addition, network design rules may be dynamically
adjusted based on simulation results at operation 290. The
network design rules may indicate network configurations
(e.g., sessions per path computation element (PCE) server
and/or node, link state packets (LSP) per link, etc.). These
rules or configurations are typically static. However, a
present embodiment may dynamically alter these rules based
on the application visibility and hypothetical (e.g., “what-
if”, etc.) scenarios.

When the decisions are sent to network 110 and path
computation element (PCE) servers 120, the collection
infrastructure continues monitoring the network and path
computation application and creating new baselines. The
network and PCE server adjust the path computation based
on the decisions (e.g., adjust resources, adjust selection of
the PCE server, adjust admission control rules, adjust net-
work design rules, etc.).

With continued reference to FIGS. 1 and 2, FIG. 3
illustrates a flowchart of a method 300 for predicting appli-
cation performance for a hypothetical network scenario and
determining corresponding adjustments for determining a
routing path based on network information and application
performance information according to an example embodi-
ment. By way of example, method 300 pertains to an
example embodiment for a single link failure scenario. In
this case, each link of the network topology is examined and
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evaluated for the impact on the network topology of a link
failure and the consequent impact of this failure on the path
computation application (e.g., centralized and distributed
path computation element (PCE) applications). A closed
loop exists for configuring traffic engineering measures,
which also include the path computation application impact.
However, other network hypothetical (e.g., “what-if”, etc.)
scenarios (or use cases) may be used, such as single node
failure, single site failure, and others. In other words, this
analysis analyzes an impact to the path computation appli-
cation based on performance of the network.

Initially, a network link is selected at operation 305, and
corresponding network topology and state information 310
is obtained (e.g., bandwidth, central processing unit (CPU),
memory, etc.). The information is used to determine alter-
native routes for network traffic and network impact at
operation 315. This may be performed based on any con-
ventional or other routing algorithms and metrics. The
network information and benchmark information 330 (for
the centralized and distributed path computation element
(PCE) applications) are used to determine an impact on path
computation requests from the disabled link at operation
320. This may be performed based on any conventional or
other application metrics.

For example, the centralized and distributed path compu-
tation element (PCE) applications may be benchmarked
(e.g., collecting application telemetry data for the central-
ized and distributed PCE applications), thereby creating
baselines for normal application operations and for an
impact of different hypothetical (e.g., “what-if”, etc.) sce-
narios in substantially the same manner described herein.
The benchmarks include various metrics that may be mea-
sured for the scenarios (e.g., resources used/stressed, dis-
abling each individual link of the network environment,
node failures (e.g., failure of multiple links, etc.), path
computation application behavior (e.g., response time,
throughput, requests handled, etc.), etc.). The benchmark for
normal operations is compared to the benchmark for the
operations with the disabled link to determine an impact to
the path computation requests (e.g., changes in network
and/or path computation application metrics between the
normal benchmark and link failure benchmark).

The alternative routes and impact on the path computation
requests are analyzed at operation 335 to determine whether
or not traffic configuration is to be performed. This may be
performed by comparing attributes or metrics of network
traffic and the path computation requests to corresponding
thresholds (e.g., packet loss, data quantity, latency, applica-
tion metrics, etc.). When traffic configuration is to be per-
formed, traffic engineering calculations are performed at
operation 335. The calculations may be any conventional or
other network traffic calculations or metrics. Once the traffic
is configured according to the calculations (e.g., network
adjustments based on the calculations, etc.), probes are
deployed to benchmark the path computation application
and evaluate an impact of the calculated traffic to the path
computation application using this benchmarked data at
operation 365. The process may be repeated from operation
335 in an iterative fashion until traffic configuration is no
longer needed.

When traffic configuration is not to be performed as
determined at operation 335, results for the path computa-
tion application based on the failure of the selected link are
analyzed at operation 340. The results from simulation of the
hypothetical (e.g., “what-if”, etc.) scenario (e.g., impact to
the path computation application, etc.) may provide possible
variations from a current state that may be sent as feedback
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to network 110 and/or path computation element (PCE)
server 120 in substantially the same manner described
above.

By way of example, a resource decision may be rendered
based on simulation results at operation 345 (e.g., more or
less resources may be allocated to the path computation
application, etc.) in substantially the same manner described
above. Resource allocations may be performed for the path
computation application (e.g., resource allocations for con-
tainers, virtual machine (VM), central processing unit
(CPU), memory, etc. for the centralized and distributed path
computation element (PCE) applications). The resource
allocations may scale resources up or down, and may also
scale resources in or out (e.g., adding or removing resource
instances, etc.) based on simulation results (e.g., decrease or
increase in path computation application performance, etc.).

Priorities for selection of a path computation element
(PCE) server 120 may be determined at operation 350 based
on the simulation results (e.g., priorities adjust selection to
avoid selecting a busy PCE server, etc.) in substantially the
same manner described above. The application visibility and
hypothetical (e.g., “what-if”, etc.) scenarios enable determi-
nation of different head-ends to distribute a request for path
computation, and may leverage closed-loop performance
information (instead of using static preferences).

New admission control rules may be set (or existing rules
modified) for path computation element (PCE) servers 120
and/or network nodes 112 at operation 355 in substantially
the same manner described above. In this case, PCE servers
120 and/or network nodes 112 may prevent application-level
degradation by using admission control, including an ability
to reject path computation requests that may compromise
performance.

In addition, network design rules may be dynamically
adjusted based on simulation results at operation 360 in
substantially the same manner described above. The net-
work design rules may indicate network configurations (e.g.,
sessions per path computation element (PCE) server and/or
node, link state packets (LSP) per link, etc.).

The process is repeated for each link in the network to
determine an impact of failure of that link on network
topology and the path computation application. This infor-
mation may be fed back to network 110 and/or path com-
putation element (PCE) server 120 to adjust the path com-
putation (e.g., adjust resources, adjust selection of a PCE
server, adjust admission control rules, adjust network design
rules, etc.).

With continued reference to FIGS. 1-3, FIG. 4 illustrates
a flowchart of a method 400 for determining a benchmark
for an application on a network according to an example
embodiment. Initially, probes are deployed to benchmark
behavior of the path computation application under certain
known network conditions or events (e.g., link failures as
described above for FIG. 3). The use of telemetry informa-
tion from the path computation application is used to create
these benchmarks. The benchmarks include various metrics
that may be measured by the probes for the scenarios (e.g.,
resources used/stressed, disabling each individual link of the
network environment, node failures (e.g., failure of multiple
links, etc.), path computation application behavior (e.g.,
response time, throughput, requests handled, etc.), etc.).

The probes are deployed at operation 405, and network
topology state changes are implemented according to the
hypothetical (e.g., “what-if’, etc.) scenarios at operation
410. For example, certain network links, nodes, and/or sites
may be disabled according to the hypothetical (e.g., “what-
if”, etc.) scenarios. In other words, the path computation
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application is placed under conditions of the hypothetical
(e.g., “what-if”, etc.) network events or scenarios to deter-
mine the benchmark. The probes may be any software
and/or hardware modules, may reside on or be coupled to
network devices, and may measure network and application
performance.

Telemetry information is used to measure an impact to
path computation application behavior at operation 415
(e.g., various application metrics may be measured, such as
response time, throughput, requests handled, etc. for the
centralized and distributed path computation element (PCE)
applications). The resulting measurements (or metrics) are
recorded at operation 420 and serve as a benchmark for the
path computation application (e.g., or individual centralized
and distributed path computation element (PCE) applica-
tions) with respect to the network changes. For example, a
benchmark for normal operations for the path computation
application (or of the individual centralized and distributed
path computation element (PCE) applications) may be com-
pared to a benchmark for hypothetical (e.g., what-if”, etc.)
scenarios to determine an impact to the path computation
application (e.g., changes in network and/or path computa-
tion application (or individual PCE application) metrics
between the normal benchmark and the link failure bench-
mark). By way of example, a network scenario may produce
an increase in a response time metric for the path compu-
tation application (or one or more individual PCE applica-
tions), thereby indicating the network scenario slows
response time of the path computation application (or the
individual PCE applications).

With continued reference to FIGS. 1-4, FIG. 5 illustrates
a method 500 for predicting network performance for a
hypothetical application scenario and determining corre-
sponding adjustments according to an example embodiment.
An additional set of hypothetical (e.g., “what-if’, etc.)
scenarios (or use cases) may be utilized for evaluating path
computation application performance (e.g., determining an
impact of slow path computation application performance
on network behavior under link failure situations, etc.). The
stressed analysis may be implemented by deploying probes.
The additional set of hypothetical (e.g., “what-if”, etc.)
scenarios may be used to determine how a change in path
computation application performance affects the network
behavior (e.g., convergence (or time for routers to obtain
information providing a same view of network topology),
etc.) when under stress, and/or the benefits to the network
behavior from adding more resources for the path compu-
tation application. In other words, this analysis analyzes an
impact to the network based on performance of the path
computation application.

By way of example, method 500 shows an additional set
of hypothetical (e.g., “what-if”, etc.) scenarios (or use
cases). Initially, different application events or scenarios
(e.g., quantities of requests, increase/decreased resources,
etc.) are benchmarked for the path computation application
(or individual centralized and/or distributed path computa-
tion element (PCE) applications) at operation 505. This may
be accomplished using probes in substantially the same
manner described above. A benchmarked scenario for the
path computation application is selected at operation 510,
and an impact to the network (e.g., network convergence
time and traffic) is determined at operation 515 based on a
hypothetical (e.g., “what-if”, etc.) network scenario 520
(e.g., single link failure, etc.).

The network behavior is analyzed at operation 530. For
example, network metrics (e.g., packet loss, latency, travel
time, etc.) may be compared to thresholds to determine
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whether or not the network behavior is at an acceptable
level. When the network behavior is not acceptable as
determined at operation 530, new probes are launched to
determine new benchmarks for the network scenario at
operation 580. For example, the path computation applica-
tion may be adjusted (e.g., adjustment of resources for the
path computation application, etc.) to alter network perfor-
mance, and the new benchmarks are obtained for these
adjustments. The process may be repeated from operation
530 in an iterative fashion until the network behavior
becomes acceptable.

When the network behavior is acceptable as determined at
operation 530, results for the path computation application
based on the network scenario are analyzed at operation 540.
The results from simulation of the hypothetical (e.g., “what-
if”, etc.) scenarios (e.g., impact to the path computation
application, etc.) may provide possible variations from a
current state that may be sent as feedback to network 110
and/or path computation element (PCE) server 120 in sub-
stantially the same manner described above.

By way of example, a resource decision may be rendered
based on simulation results at operation 550 (e.g., more or
less resources may need to be allocated to the path compu-
tation element (PCE) function, etc.) in substantially the same
manner described above. Resource allocations may be per-
formed for the path computation application (e.g., resource
allocations for containers, virtual machine (VM), central
processing unit (CPU), memory, etc. for the centralized
and/or distributed path computation element (PCE) applica-
tions). The resource allocations may scale resources up or
down, and may also scale resources in or out (e.g., adding or
removing resource instances, etc.) based on simulation
results (e.g., decrease or increase in path computation appli-
cation performance, etc.).

Priorities for selection of a path computation element
(PCE) server 120 may be performed at operation 560 based
on the simulation results (e.g., priorities adjust selection to
avoid selecting a busy PCE server, etc.) in substantially the
same manner described above. The application visibility and
hypothetical (e.g., “what-if”, etc.) scenarios enable determi-
nation of different head-ends to distribute a request for path
computation, and may leverage closed-loop performance
information (instead of using static preferences).

New admission control rules may be set (or existing rules
modified) for path computation element (PCE) servers 120
and/or network nodes 112 at operation 570 in substantially
the same manner described above. In this case, PCE servers
120 and/or network nodes 112 may prevent application-level
degradation by using admission control, including an ability
to reject path computation requests that may compromise
performance.

In addition, network design rules may be dynamically
adjusted based on simulation results at operation 575 in
substantially the same manner described above. The net-
work design rules may indicate network configurations (e.g.,
sessions per path computation element (PCE) server and/or
node, link state packets (LSP) per link, etc.).

The process is repeated for each application scenario
benchmarked for the path computation application to deter-
mine an impact to the network for adjusting the path
computation. This information may be fed back to network
110 and/or path computation element (PCE) server 120 to
adjust the path computation (e.g., adjust resources, adjust
priorities for selecting a PCE server, adjust admission con-
trol rules, adjust network design rules, etc.).

FIG. 6 is a flowchart of an example method 600 for
controlling operation of a network application. At operation
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605, at least one processor determines an impact of an event
on a network to a network application based on network data
and telemetry information of the network application. The
telemetry information of the network application is obtained
from the network application placed under conditions cor-
responding to the event. At operation 610, the at least one
processor adjusts operation of the network application based
on the impact.

Referring to FIG. 7, FIG. 7 illustrates a hardware block
diagram of a computing device 700 that may perform
functions associated with operations discussed herein in
connection with the techniques depicted in FIGS. 1-6. In
various embodiments, a computing device or apparatus,
such as computing device 700 or any combination of com-
puting devices 700, may be configured as any device entity/
entities (e.g., computer devices, server systems, endpoint
devices, network nodes, probes, etc.) as discussed for the
techniques depicted in connection with FIGS. 1-6 in order to
perform operations of the various techniques discussed
herein.

In at least one embodiment, computing device 700 may be
any apparatus that may include one or more processor(s)
702, one or more memory element(s) 704, storage 706, a bus
708, one or more network processor unit(s) 710 intercon-
nected with one or more network input/output (I/O) interface
(s) 712, one or more I/O interface(s) 714, and control logic
720. In various embodiments, instructions associated with
logic for computing device 700 can overlap in any manner
and are not limited to the specific allocation of instructions
and/or operations described herein.

In at least one embodiment, processor(s) 702 is/are at least
one hardware processor configured to execute various tasks,
operations and/or functions for computing device 700 as
described herein according to software and/or instructions
configured for computing device 700. Processor(s) 702 (e.g.,
a hardware processor) can execute any type of instructions
associated with data to achieve the operations detailed
herein. In one example, processor(s) 702 can transform an
element or an article (e.g., data, information) from one state
or thing to another state or thing. Any of potential processing
elements, microprocessors, digital signal processor, base-
band signal processor, modem, PHY, controllers, systems,
managers, logic, and/or machines described herein can be
construed as being encompassed within the broad term
‘processor’.

In at least one embodiment, memory element(s) 704
and/or storage 706 is/are configured to store data, informa-
tion, software, and/or instructions associated with comput-
ing device 700, and/or logic configured for memory element
(s) 704 and/or storage 706. For example, any logic described
herein (e.g., control logic 720) can, in various embodiments,
be stored for computing device 700 using any combination
of memory element(s) 704 and/or storage 706. Note that in
some embodiments, storage 706 can be consolidated with
memory elements 704 (or vice versa), or can overlap/exist in
any other suitable manner.

In at least one embodiment, bus 708 can be configured as
an interface that enables one or more elements of computing
device 700 to communicate in order to exchange informa-
tion and/or data. Bus 708 can be implemented with any
architecture designed for passing control, data and/or infor-
mation between processors, memory elements/storage,
peripheral devices, and/or any other hardware and/or soft-
ware components that may be configured for computing
device 700. In at least one embodiment, bus 708 may be
implemented as a fast kernel-hosted interconnect, poten-
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tially using shared memory between processes (e.g., logic),
which can enable efficient communication paths between the
processes.

In various embodiments, network processor unit(s) 710
may enable communication between computing device 700
and other systems, entities, etc., via network 1/O interface(s)
712 to facilitate operations discussed for various embodi-
ments described herein. In various embodiments, network
processor unit(s) 710 can be configured as a combination of
hardware and/or software, such as one or more Ethernet
driver(s) and/or controller(s) or interface cards, Fibre Chan-
nel (e.g., optical) driver(s) and/or controller(s), wireless
receivers/transmitters/transceivers, baseband processor(s)/
modem(s), and/or other similar network interface driver(s)
and/or controller(s) now known or hereafter developed to
enable communications between computing device 700 and
other systems, entities, etc. to facilitate operations for vari-
ous embodiments described herein. In various embodiments,
network I/O interface(s) 712 can be configured as one or
more Ethernet port(s), Fibre Channel ports, any other I/O
port(s), and/or antenna(s)/antenna array(s) now known or
hereafter developed. Thus, the network processor unit(s) 710
and/or network I/O interfaces 712 may include suitable
interfaces for receiving, transmitting, and/or otherwise com-
municating data and/or information in a network environ-
ment.

1/0 interface(s) 714 allow for input and output of data
and/or information with other entities that may be connected
to computing device 700. For example, /O interface(s) 714
may provide a connection to external devices such as a
keyboard, keypad, a touch screen, and/or any other suitable
input device now known or hereafter developed. In some
instances, external devices can also include portable com-
puter readable (non-transitory) storage media such as data-
base systems, thumb drives, portable optical or magnetic
disks, and memory cards. In still some instances, external
devices can be a mechanism to display data to a user, such
as, for example, a computer monitor, a display screen, or the
like.

With respect to certain entities (e.g., computer device,
endpoint device, user device, etc.), computing device 700
may further include, or be coupled to, an audio speaker 722
to convey sound, microphone or other sound sensing device
724, camera or image capture device 726, a keypad or
keyboard 728 to enter information (e.g., alphanumeric infor-
mation, etc.), and/or a touch screen or other display 730.
These items may be coupled to bus 708 or 1/O interface(s)
714 to transfer data with other elements of computing device
700.

In various embodiments, control logic 720 can include
instructions that, when executed, cause processor(s) 702 to
perform operations, which can include, but not be limited to,
providing overall control operations of computing device
700; interacting with other entities, systems, etc. described
herein; maintaining and/or interacting with stored data,
information, parameters, etc. (e.g., memory element(s), stor-
age, data structures, databases, tables, etc.); combinations
thereof; and/or the like to facilitate various operations for
embodiments described herein.

The programs and software described herein may be
identified based upon application(s) for which they are
implemented in a specific embodiment. However, it should
be appreciated that any particular program nomenclature
herein is used merely for convenience; thus, embodiments
herein should not be limited to use(s) solely described in any
specific application(s) identified and/or implied by such
nomenclature.
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Data relating to operations described herein may be stored
within any conventional or other data structures (e.g., files,
arrays, lists, stacks, queues, records, etc.) and may be stored
in any desired storage unit (e.g., database, data or other
stores or repositories, queue, etc.). The data transmitted
between device entities may include any desired format and
arrangement, and may include any quantity of any types of
fields of any size to store the data. The definition and data
model for any datasets may indicate the overall structure in
any desired fashion (e.g., computer-related languages,
graphical representation, listing, etc.).

The present embodiments may employ any number of any
type of user interface (e.g., graphical user interface (GUI),
command-line, prompt, etc.) for obtaining or providing
information, where the interface may include any informa-
tion arranged in any fashion. The interface may include any
number of any types of input or actuation mechanisms (e.g.,
buttons, icons, fields, boxes, links, etc.) disposed at any
locations to enter/display information and initiate desired
actions via any suitable input devices (e.g., mouse, key-
board, etc.). The interface screens may include any suitable
actuators (e.g., links, tabs, etc.) to navigate between the
screens in any fashion.

The environment of the present embodiments may include
any number of computer or other processing systems (e.g.,
client or end-user systems, server systems, etc.) and data-
bases or other repositories arranged in any desired fashion,
where the present embodiments may be applied to any
desired type of computing environment (e.g., cloud com-
puting, client-server, network computing, mainframe, stand-
alone systems, datacenters, etc.). The computer or other
processing systems employed by the present embodiments
may be implemented by any number of any personal or other
type of computer or processing system (e.g., desktop, laptop,
Personal Digital Assistant (PDA), mobile devices, etc.), and
may include any commercially available operating system
and any combination of commercially available and custom
software. These systems may include any types of monitors
and input devices (e.g., keyboard, mouse, voice recognition,
etc.) to enter and/or view information.

It is to be understood that the software of the present
embodiments may be implemented in any desired computer
language and could be developed by one of ordinary skill in
the computer arts based on the functional descriptions
contained in the specification and flowcharts and diagrams
illustrated in the drawings. Further, any references herein of
software performing various functions generally refer to
computer systems or processors performing those functions
under software control. The computer systems of the present
embodiments may alternatively be implemented by any type
of hardware and/or other processing circuitry.

The various functions of the computer or other processing
systems may be distributed in any manner among any
number of software and/or hardware modules or units,
processing or computer systems and/or circuitry, where the
computer or processing systems may be disposed locally or
remotely of each other and communicate via any suitable
communications medium (e.g., Local Area Network (LAN),
Wide Area Network (WAN), Intranet, Internet, hardwire,
modem connection, wireless, etc.). For example, the func-
tions of the present embodiments may be distributed in any
manner among the various end-user/client, server, and other
processing devices or systems, and/or any other intermedi-
ary processing devices. The software and/or algorithms
described above and illustrated in the flowcharts and dia-
grams may be modified in any manner that accomplishes the
functions described herein. In addition, the functions in the
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flowcharts, diagrams, or description may be performed in
any order that accomplishes a desired operation.

The networks of present embodiments may be imple-
mented by any number of any type of communications
network (e.g., LAN, WAN, Internet, Intranet, Virtual Private
Network (VPN), etc.). The computer or other processing
systems of the present embodiments may include any con-
ventional or other communications devices to communicate
over the network via any conventional or other protocols.
The computer or other processing systems may utilize any
type of connection (e.g., wired, wireless, etc.) for access to
the network. Local communication media may be imple-
mented by any suitable communication media (e.g., LAN,
hardwire, wireless link, Intranet, etc.).

Each of the elements described herein may couple to
and/or interact with one another through interfaces and/or
through any other suitable connection (wired or wireless)
that provides a viable pathway for communications. Inter-
connections, interfaces, and variations thereof discussed
herein may be utilized to provide connections among ele-
ments in a system and/or may be utilized to provide com-
munications, interactions, operations, etc. among elements
that may be directly or indirectly connected in the system.
Any combination of interfaces can be provided for elements
described herein in order to facilitate operations as discussed
for various embodiments described herein.

In various embodiments, any device entity or apparatus as
described herein may store data/information in any suitable
volatile and/or non-volatile memory item (e.g., magnetic
hard disk drive, solid state hard drive, semiconductor storage
device, Random Access Memory (RAM), Read Only
Memory (ROM), Erasable Programmable ROM (EPROM),
application specific integrated circuit (ASIC), etc.), soft-
ware, logic (fixed logic, hardware logic, programmable
logic, analog logic, digital logic), hardware, and/or in any
other suitable component, device, element, and/or object as
may be appropriate. Any of the memory items discussed
herein should be construed as being encompassed within the
broad term ‘memory element’. Data/information being
tracked and/or sent to one or more device entities as dis-
cussed herein could be provided in any database, table,
register, list, cache, storage, and/or storage structure: all of
which can be referenced at any suitable timeframe. Any such
storage options may also be included within the broad term
‘memory element’ as used herein.

Note that in certain example implementations, operations
as set forth herein may be implemented by logic encoded in
one or more tangible media that is capable of storing
instructions and/or digital information and may be inclusive
of non-transitory tangible media and/or non-transitory com-
puter readable storage media (e.g., embedded logic provided
in: an ASIC, Digital Signal Processing (DSP) instructions,
software [potentially inclusive of object code and source
code], etc.) for execution by one or more processor(s),
and/or other similar machine, etc. Generally, memory ele-
ment(s) 704 and/or storage 706 can store data, software,
code, instructions (e.g., processor instructions), logic,
parameters, combinations thereof, and/or the like used for
operations described herein. This includes memory elements
704 and/or storage 706 being able to store data, software,
code, instructions (e.g., processor instructions), logic,
parameters, combinations thereof, or the like that are
executed to carry out operations in accordance with teach-
ings of the present disclosure.

In some instances, software of the present embodiments
may be available via a non-transitory computer useable
medium (e.g., magnetic or optical mediums, magneto-optic
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mediums, Compact Disc ROM (CD-ROM), Digital Versa-
tile Disc (DVD), memory devices, etc.) of a stationary or
portable program product apparatus, downloadable file(s),
file wrapper(s), object(s), package(s), container(s), and/or
the like. In some instances, non-transitory computer read-
able storage media may also be removable. For example, a
removable hard drive may be used for memory/storage in
some implementations. Other examples may include optical
and magnetic disks, thumb drives, and smart cards that can
be inserted and/or otherwise connected to a computing
device for transfer onto another computer readable storage
medium.
Variations and Implementations

Embodiments described herein may include one or more
networks, which can represent a series of points and/or
network elements of interconnected communication paths
for receiving and/or transmitting messages (e.g., packets of
information) that propagate through the one or more net-
works. These network elements offer communicative inter-
faces that facilitate communications between the network
elements. A network can include any number of hardware
and/or software elements coupled to (and in communication
with) each other through a communication medium. Such
networks can include, but are not limited to, any Local Area
Network (LAN), Virtual LAN (VLAN), Wide Area Network
(WAN) (e.g., the Internet), Software Defined WAN (SD-
WAN), Wireless Local Area (WLA) access network, Wire-
less Wide Area (WWA) access network, Metropolitan Area
Network (MAN), Intranet, Extranet, Virtual Private Net-
work (VPN), Low Power Network (LPN), Low Power Wide
Area Network (LPWAN), Machine to Machine (M2M)
network, Internet of Things (IoT) network, Ethernet net-
work/switching system, any other appropriate architecture
and/or system that facilitates communications in a network
environment, and/or any suitable combination thereof.

Networks through which communications propagate can
use any suitable technologies for communications including
wireless communications (e.g., 4G/5G/nG, IEEE 802.11
(e.g., Wi-Fi®/Wi-Fi6®), IEEE 802.16 (e.g., Worldwide
Interoperability for Microwave Access (WiMAX)), Radio-
Frequency Identification (RFID), Near Field Communica-
tion (NFC), Bluetooth™, mm.wave, Ultra-Wideband
(UWB), etc.), and/or wired communications (e.g., T1 lines,
T3 lines, digital subscriber lines (DSL), Ethernet, Fibre
Channel, etc.). Generally, any suitable means of communi-
cations may be used such as electric, sound, light, infrared,
and/or radio to facilitate communications through one or
more networks in accordance with embodiments herein.
Communications, interactions, operations, etc. as discussed
for various embodiments described herein may be per-
formed among entities that may be directly or indirectly
connected utilizing any algorithms, communication proto-
cols, interfaces, etc. (proprietary and/or non-proprietary)
that allow for the exchange of data and/or information.

In various example implementations, any device entity or
apparatus for various embodiments described herein can
encompass network elements (which can include virtualized
network elements, functions, etc.) such as, for example,
network appliances, forwarders, routers, servers, switches,
gateways, bridges, load-balancers, firewalls, processors,
modules, radio receivers/transmitters, or any other suitable
device, component, element, or object operable to exchange
information that facilitates or otherwise helps to facilitate
various operations in a network environment as described
for various embodiments herein. Note that with the
examples provided herein, interaction may be described in
terms of one, two, three, or four device entities. However,
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this has been done for purposes of clarity, simplicity and
example only. The examples provided should not limit the
scope or inhibit the broad teachings of systems, networks,
etc. described herein as potentially applied to a myriad of
other architectures.

Communications in a network environment can be
referred to herein as ‘messages’, ‘messaging’, ‘signaling’,
‘data’, ‘content’, ‘objects’, ‘requests’, ‘queries’, ‘responses’,
‘replies’, etc. which may be inclusive of packets. As referred
to herein and in the claims, the term ‘packet’ may be used in
a generic sense to include packets, frames, segments, data-
grams, and/or any other generic units that may be used to
transmit communications in a network environment. Gen-
erally, a packet is a formatted unit of data that can contain
control or routing information (e.g., source and destination
address, source and destination port, etc.) and data, which is
also sometimes referred to as a ‘payload’, ‘data payload’,
and variations thereof. In some embodiments, control or
routing information, management information, or the like
can be included in packet fields, such as within header(s)
and/or trailer(s) of packets. Internet Protocol (IP) addresses
discussed herein and in the claims can include any IP version
4 (IPv4) and/or IP version 6 (IPv6) addresses.

To the extent that embodiments presented herein relate to
the storage of data, the embodiments may employ any
number of any conventional or other databases, data stores
or storage structures (e.g., files, databases, data structures,
data or other repositories, etc.) to store information.

Note that in this Specification, references to various
features (e.g., elements, structures, nodes, modules, compo-
nents, engines, logic, steps, operations, functions, charac-
teristics, etc.) included in ‘one embodiment’, ‘example
embodiment’, ‘an embodiment’, ‘another embodiment’,
‘certain embodiments’, ‘some embodiments’, ‘various
embodiments’, ‘other embodiments’, ‘alternative embodi-
ment’, and the like are intended to mean that any such
features are included in one or more embodiments of the
present disclosure, but may or may not necessarily be
combined in the same embodiments. Note also that a mod-
ule, engine, client, controller, function, logic or the like as
used herein in this Specification, can be inclusive of an
executable file comprising instructions that can be under-
stood and processed on a server, computer, processor,
machine, compute node, combinations thereof, or the like
and may further include library modules loaded during
execution, object files, system files, hardware logic, software
logic, or any other executable modules.

It is also noted that the operations and steps described
with reference to the preceding figures illustrate only some
of the possible scenarios that may be executed by one or
more device entities discussed herein. Some of these opera-
tions may be deleted or removed where appropriate, or these
steps may be modified or changed considerably without
departing from the scope of the presented concepts. In
addition, the timing and sequence of these operations may be
altered considerably and still achieve the results taught in
this disclosure. The preceding operational flows have been
offered for purposes of example and discussion. Substantial
flexibility is provided by the embodiments in that any
suitable arrangements, chronologies, configurations, and
timing mechanisms may be provided without departing from
the teachings of the discussed concepts.

As used herein, unless expressly stated to the contrary, use
of the phrase ‘at least one of”, ‘one or more of’, ‘and/or’,
variations thereof, or the like are open-ended expressions
that are both conjunctive and disjunctive in operation for any
and all possible combinations of the associated listed items.
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For example, each of the expressions ‘at least one of X, Y
and Z’, ‘at least one of X. Y or Z’, ‘one or more of X, Y and
7, ‘one or more of X, Yor Z” and ‘X, Y and/or Z’ can mean
any of the following: 1) X, but not Y and not Z; 2) Y, but not
X and not Z; 3) Z, but not X and not Y; 4) X and Y, but not
Z;5)X and Z, butnot Y; 6) Y and Z, but not X; or 7) X, Y,
and Z.

Each example embodiment disclosed herein has been
included to present one or more different features. However,
all disclosed example embodiments are designed to work
together as part of a single larger system or method. This
disclosure explicitly envisions compound embodiments that
combine multiple previously-discussed features in different
example embodiments into a single system or method.

Additionally, unless expressly stated to the contrary, the
terms ‘first’, ‘second’, ‘third’, etc., are intended to distin-
guish the particular nouns they modify (e.g., element, con-
dition, node, module, activity, operation, etc.). Unless
expressly stated to the contrary, the use of these terms is not
intended to indicate any type of order, rank, importance,
temporal sequence, or hierarchy of the modified noun. For
example, ‘first X’ and ‘second X’ are intended to designate
two ‘X’ elements that are not necessarily limited by any
order, rank, importance, temporal sequence, or hierarchy of
the two elements. Further as referred to herein, ‘at least one
of” and ‘one or more of” can be represented using the ‘(s)’
nomenclature (e.g., one or more element(s)).

One or more advantages described herein are not meant to
suggest that any one of the embodiments described herein
necessarily provides all of the described advantages or that
all the embodiments of the present disclosure necessarily
provide any one of the described advantages. Numerous
other changes, substitutions, variations, alterations, and/or
modifications may be ascertained to one skilled in the art and
it is intended that the present disclosure encompass all such
changes, substitutions, variations, alterations, and/or modi-
fications as falling within the scope of the appended claims.

In one form, a method is provided. The method com-
prises: determining, via at least one processor, an impact of
an event on a network to a network application based on
network data and telemetry information of the network
application, wherein the telemetry information of the net-
work application is obtained from the network application
placed under conditions corresponding to the event; and
adjusting, via the at least one processor, operation of the
network application based on the impact.

In one example, the telemetry information includes met-
rics and traces of the network application.

In one example, the network application includes a path
computation application.

In one example, determining the impact comprises:
obtaining, via one or more probes, benchmark data from the
network application placed under conditions of different
network events; and analyzing the benchmark data to predict
the impact to the network application.

In one example, the different network events include
failure of one or more from a group of a network link and
a network node.

In one example, adjusting operation of the network appli-
cation comprises one or more from a group of: adjusting
resources; determining priorities for selecting a server to use
that includes the network application; adjusting rules indi-
cating requests to be rejected; and adjusting network design
rules.

In one example, determining the impact comprises:
obtaining, via one or more probes, the network data from the
network placed under conditions of different application

10

15

20

25

30

35

40

45

50

60

18

events and the event; analyzing the network data to predict
an impact to the network; adjusting operation of the network
application based on the impact to the network to modify
operation of the network to an acceptable level; and deter-
mining the impact to the network application based on the
operation of the network.

In another form, an apparatus is provided. The apparatus
comprises: one or more processors configured to: determine
an impact of an event on a network to a network application
based on network data and telemetry information of the
network application, wherein the telemetry information of
the network application is obtained from the network appli-
cation placed under conditions corresponding to the event;
and adjust operation of the network application based on the
impact.

In another form, one or more non-transitory computer
readable storage media are provided. The non-transitory
computer readable storage media are encoded with process-
ing instructions that, when executed by one or more pro-
cessors, cause the one or more processors to: determine an
impact of an event on a network to a network application
based on network data and telemetry information of the
network application, wherein the telemetry information of
the network application is obtained from the network appli-
cation placed under conditions corresponding to the event;
and adjust operation of the network application based on the
impact.

The above description is intended by way of example
only. Although the techniques are illustrated and described
herein as embodied in one or more specific examples, it is
nevertheless not intended to be limited to the details shown,
since various modifications and structural changes may be
made within the scope and range of equivalents of the
claims.

What is claimed is:

1. A method comprising:

simulating, via at least one processor, a plurality of

hypothetical scenarios across a network and a network
application;
determining, via the at least one processor, an impact of
an event on the network to performance of the network
application based on network data and telemetry infor-
mation of the network application, wherein the telem-
etry information of the network application is obtained
from the network application during simulation of a
hypothetical scenario corresponding to the event;

determining, via the at least one processor, an impact of
a change in performance of the network application on
the network based on network metrics, wherein the
network metrics are obtained during simulation of a
hypothetical scenario adjusting quantities of requests or
resources for the network application to alter perfor-
mance of the network application; and

adjusting, via the at least one processor, operation of the

network application based on impacts to the network
application and the network determined from the plu-
rality of hypothetical scenarios.

2. The method of claim 1, wherein the telemetry infor-
mation includes metrics and traces of the network applica-
tion.

3. The method of claim 1, wherein the network applica-
tion includes a path computation application.

4. The method of claim 1, wherein simulating the plurality
of hypothetical scenarios comprises:

obtaining, via one or more probes, benchmark data from

the network application placed under conditions of
different network events; and
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wherein determining the impact of the event on the

network comprises:

analyzing the benchmark data to predict the impact to

performance of the network application.

5. The method of claim 4, wherein the different network
events include failure of one or more from a group of a
network link and a network node.

6. The method of claim 1, wherein adjusting operation of
the network application comprises one or more from a group
of:

adjusting resources;

determining priorities for selecting a server to use that

includes the network application;

adjusting rules indicating requests to be rejected; and

adjusting network design rules.

7. The method of claim 1, wherein simulating the plurality
of hypothetical scenarios comprises:

obtaining, via one or more probes, the network data from

the network placed under conditions of different appli-
cation events and the event; and

wherein determining the impact of a change in perfor-

mance of the network application on the network

comprises:

analyzing the network data to predict an impact to the
network;

adjusting operation of the network application based on
the impact to the network to modify operation of the
network to an acceptable level; and

determining the impact to the network application
based on the operation of the network.

8. An apparatus comprising:

one or more processors configured to perform operations

including:

simulating a plurality of hypothetical scenarios across
a network and a network application;

determining an impact of an event on the network to
performance of the network application based on
network data and telemetry information of the net-
work application, wherein the telemetry information
of the network application is obtained from the
network application during simulation of a hypo-
thetical scenario corresponding to the event;

determining an impact of a change in performance of
the network application on the network based on
network metrics, wherein the network metrics are
obtained during simulation of a hypothetical sce-
nario adjusting quantities of requests or resources for
the network application to alter performance of the
network application; and

adjusting operation of the network application based on
impacts to the network application and the network
determined from the plurality of hypothetical sce-
narios.

9. The apparatus of claim 8, wherein the telemetry infor-
mation includes metrics and traces of the network applica-
tion.

10. The apparatus of claim 8, wherein simulating the
plurality of hypothetical scenarios comprises:

obtaining, via one or more probes, benchmark data from

the network application placed under conditions of
different network events; and

wherein determining the impact of the event on the

network comprises:

analyzing the benchmark data to predict the impact to

performance of the network application.
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11. The apparatus of claim 10, wherein the different
network events include failure of one or more from a group
of a network link and a network node.

12. The apparatus of claim 8, wherein adjusting operation
of the network application comprises one or more from a
group of:

adjusting resources;

determining priorities for selecting a server to use that

includes the network application;

adjusting rules indicating requests to be rejected; and

adjusting network design rules.

13. The apparatus of claim 8, wherein simulating the
plurality of hypothetical scenarios comprises:

obtaining, via one or more probes, the network data from

the network placed under conditions of different appli-
cation events and the event; and

wherein determining the impact of a change in perfor-

mance of the network application on the network

comprises:

analyzing the network data to predict an impact to the
network;

adjusting operation of the network application based on
the impact to the network to modify operation of the
network to an acceptable level; and

determining the impact to the network application
based on the operation of the network.

14. One or more non-transitory computer readable storage
media encoded with processing instructions that, when
executed by one or more processors, cause the one or more
processors to perform operations including:

simulating a plurality of hypothetical scenarios across a

network and a network application;

determining an impact of an event on the network to

performance of the network application based on net-
work data and telemetry information of the network
application, wherein the telemetry information of the
network application is obtained from the network appli-
cation during simulation of a hypothetical scenario
corresponding to the event;

determining an impact of a change in performance of the

network application on the network based on network
metrics, wherein the network metrics are obtained
during simulation of a hypothetical scenario adjusting
quantities of requests or resources for the network
application to alter performance of the network appli-
cation; and

adjusting operation of the network application based on

impacts to the network application and the network
determined from the plurality of hypothetical scenarios.

15. The one or more non-transitory computer readable
storage media of claim 14, wherein the telemetry informa-
tion includes metrics and traces of the network application.

16. The one or more non-transitory computer readable
storage media of claim 14, wherein the network application
includes a path computation application.

17. The one or more non-transitory computer readable
storage media of claim 14, wherein simulating the plurality
of hypothetical scenarios comprises:

obtaining, via one or more probes, benchmark data from

the network application placed under conditions of
different network events; and

wherein determining the impact of the event on the

network comprises:

analyzing the benchmark data to predict the impact to

performance of the network application.

18. The one or more non-transitory computer readable
storage media of claim 17, wherein the different network
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events include failure of one or more from a group of a
network link and a network node.

19. The one or more non-transitory computer readable
storage media of claim 14, wherein adjusting operation of
the network application comprises one or more from a group 5
of:

adjusting resources;

determining priorities for selecting a server to use that

includes the network application;

adjusting rules indicating requests to be rejected; and 10

adjusting network design rules.

20. The one or more non-transitory computer readable
storage media of claim 14, wherein simulating the plurality
of hypothetical scenarios comprises:

obtaining, via one or more probes, the network data from 15

the network placed under conditions of different appli-
cation events and the event; and

wherein determining the impact of a change in perfor-

mance of the network application on the network

comprises: 20

analyzing the network data to predict an impact to the
network;

adjusting operation of the network application based on
the impact to the network to modify operation of the
network to an acceptable level; and 25

determining the impact to the network application
based on the operation of the network.
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