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SYSTEMS AND METHODS FOR DETECTING
ATTACK VECTORS TO APPLICATION DATA

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims the benefit of U.S.
Prov. App. No. 63/484,632, filed Feb. 13, 2023, which is
hereby incorporated by reference as if reproduced in its
entirety.

TECHNICAL FIELD

[0002] The present disclosure relates generally to appli-
cation security monitoring, and more particularly, to detect-
ing attack vectors to application data.

BACKGROUND

[0003] Certain cybersecurity flaws are publicly known.
For example, Common Vulnerabilities and Exposures
(CVE) publishes a list of publicly available cybersecurity
flaws. However, vulnerabilities for which there is no CVE or
known attack vector may remain undetected. Further, there
is a challenge to identify deviations from programmed
behavior on application data flows between application
services.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG.1 illustrates an example system for leveraging
telemetry to detect vulnerabilities, in accordance with cer-
tain embodiments.

[0005] FIG. 2 illustrates an example system for detecting
attack vectors for application data, in accordance with
certain embodiments.

[0006] FIG. 3 illustrates an example method for generat-
ing a context between application services, in accordance
with certain examples.

[0007] FIG. 4 illustrates an example method for context
detection, in accordance with certain examples.

[0008] FIG. 5 illustrates an example method for analyzing
flagged spans, in accordance with certain examples.

[0009] FIG. 6 illustrates an example method for determin-
ing a flagged span as an attack vector, in accordance with
certain examples.

[0010] FIG. 7 illustrates an example computer system, in
accordance with certain embodiments.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

[0011] In particular embodiments, a system may include
one or more processors and one or more computer-readable
non-transitory storage media coupled to one or more of the
processors. The one or more computer-readable non-transi-
tory storage media may include instructions operable, when
executed by one or more of the processors, to cause the
system to receive a marked span that has been flagged for
inspection. The instructions are further operable, when
executed by the one or more processors, to cause the system
to conduct a root cause analysis to determine if the marked
span should be classified as an attack. The instructions are
further operable, when executed by the one or more proces-
sors, to cause the system to determine whether the marked
span engaged with data corresponding to one or more
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application services defining the marked span in response to
a determination that the marked span should be classified as
an attack. The instructions are further operable, when
executed by the one or more processors, to cause the system
to designate the data corresponding to the one or more
application services as compromised in response to a deter-
mination that the marked span did engage with said data.
[0012] In particular embodiments, a method, by a system,
for detecting an unknown attack vector may include receiv-
ing a marked span that has been flagged for inspection. The
method further includes conducting a root cause analysis to
determine if the marked span should be classified as an
attack. In response to a determination that the marked span
should be classified as an attack, the method further includes
determining whether the marked span engaged with data
corresponding to one or more application services defining
the marked span. The method further includes designate the
data corresponding to the one or more application services
as compromised in response to a determination that the
marked span did engage with said data.

[0013] In particular embodiments, one or more computer-
readable non-transitory storage media may embody software
that is operable, when executed by a processor, to receive a
marked span that has been flagged for inspection. The
software may be further operable, when executed, to con-
duct a root cause analysis to determine if the marked span
should be classified as an attack. The software may be
further operable, when executed, to determine whether the
marked span engaged with data corresponding to one or
more application services defining the marked span in
response to a determination that the marked span should be
classified as an attack. The software may be further operable,
when executed, to designate the data corresponding to the
one or more application services as compromised in
response to a determination that the marked span did engage
with said data.

[0014] Technical advantages of certain embodiments of
this disclosure may include one or more of the following.
Certain systems and methods described herein may increase
data security and protect from unauthorized extraction of
sensitive data by unknown attack vectors. This disclosure
provides systems and methods to capture, catalog, encode,
instrument, and propagate attestable contexts when applica-
tion services interact with sensitive data at rest.

[0015] Other technical advantages will be readily apparent
to one skilled in the art from the following figures, descrip-
tions, and claims. Moreover, while specific advantages have
been enumerated above, various embodiments may include
all, some, or none of the enumerated advantages.

EXAMPLE EMBODIMENTS

[0016] The embodiments described herein provide for
detecting attack vectors to application data belonging to
application services. The present disclosure contemplates
systems and methods to capture, catalog, encode, instru-
ment, and propagate attestable contexts when application
services interact with sensitive data, in certain examples at
rest. In certain embodiments, a system and method for
leveraging telemetry to detect vulnerabilities is provided.
The method includes analyzing spans, generating contexts,
storing the contexts in a context catalog, and integrating the
contexts into a continuous integration (CI) pipeline by a
context generator during a learning phase. The system and
method also include analyzing a service, determining
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whether the service is an unknown/unexpected context,
marking/flagging the span for investigation, determining
whether to deny the service, and determining whether to
enforce a policy by a distributed incident detection module.
The system and method further include receiving a marked
span, conducting a root cause analysis to determining if the
incident should be classified as an attack, determining
whether the incident is considered an attack, and depending
on the response, either removing the mark from the span or
marking the incident for investigation by a span investiga-
tion module.

[0017] FIG.1 illustrates illustrates an example system 100
for leveraging telemetry to detect vulnerabilities. System
100 may include one or more application services (and/or
microservices) located in a cloud infrastructure 102. For
example, there may be a plurality of microservices 104
located within the cloud infrastructure 102 (such as micro-
service 104a through microservice 104f, where there may be
any suitable integer of microservices). In one or more
embodiments, application data 106 may be associated with
or correspond to certain microservices 104. Without limita-
tions, the application data 106 may include personally
identifiable information (PII) and/or payment card industry
(PCI) data. The microservices 104 and application data 106
may be subject to the owner’s control (e.g., a data controller
or a data processor).

[0018] In certain embodiments, preemptive mechanisms
include leveraging telemetry that can be instrumented in
microservices 104 (e.g., application services). Such telem-
etry may allow system 100 to capture distributed tracing/
logging to/from databases and assets with sensitive data
(e.g., application data 106 at rest (e.g., using OpenTelem-
etry)). For example, there may be a service call invoked at
any one of the microservices 104 to access the application
data 106 of another microservice 104, and the system 100
may be configured to monitor and analyze the communica-
tion pathways between each microservice 104 (i.e., a
“span”). As disclosed herein, a span may be the invoked
service call path between at least two microservices 104 to
access certain application data 106, and each span may be
stored in the system 100 for reference in detecting unknown
attack vectors from an external entity. A span can contain
sub-spans in a tree-like structure—having one root span, and
any number of child span layers. One span can be generated
with code running on just one service 104q, but can also
invoke other sub-spans if service 104a calls on the func-
tionality of other services 104.

[0019] As illustrated in FIG. 1, a service call invoked at
microservice 104a to access the application data 106 of
microservice 104e may correspond to three individual spans
108, 110, and 112. Parent span 108 includes, as sub-spans,
communications from microservice 104a to microservice
1045, then to microservice 104¢, and then to microservice
104e. Parent span 110 includes, as sub-spans, communica-
tions from microservice 104a to microservice 104¢, and then
to microservice 104e. Parent span 112 includes, as sub-
spans, communications from microservice 104a to micros-
ervice 104c¢, then to microservice 1044, and then to micro-
service 104e.

[0020] Asillustrated, the system 100 may be exposed to an
unknown span 114 that includes communications from
microservice 104f to microservice 104¢ and then to micro-
service 10de. In embodiments, the system 100 may not
know the identity of the microservice 104f'and may monitor
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the span 114 as it propagates through the cloud infrastructure
102. In certain embodiments, the system 100 may determine
that the span 114 is an attack vector and deny the micros-
ervice 104f access to the application data 106.

[0021] In embodiments, preemptive mechanisms may
include creating patterns of programmed behavior. The
programmed behavior may be learned, cataloged, and/or
captured as contexts (e.g., context 214a, context 2145,
and/or context 214¢ as shown in FIG. 2) in a context catalog
(e.g., during testing, staging, and/or in production). Such
contexts may represent a template for spans, considering one
span per invocation path. More specifically, once such
patterns are learned, they may be integrated into the CI
pipeline in order to be propagated as contexts. In certain
embodiments, this is done using World Wide Web Consor-
tium (W3C) trace context. The traceparent field may ensure
interoperability across telemetry tools. The tracestate field
may allow the addition of App-specific context in the form
of'key-value pairs (KVPs). For example, a simple KVP may
be: (DS1.1, GET_PID), (DS1.2, PUT_PII), (DS1.3, POST_
PII), etc., which may represent some of the cataloged
contexts. In some embodiments, KVPs may include a
sequenced list of members. The sequenced list of members
may include the request’s position in a distributed tracing
graph. For example, W3C’s tracestate context supports lists
of members to convey vendor-specific context. The purpose
herein may be to carry an attestable list of microservices 104
associated to the context carried and propagated in the
headers through the application services. For each given
context, the microservice 104 may know its predecessor and
its potential successor, wherein contexts might be signed and
hence cannot be forged.

[0022] In certain embodiments, preemptive mechanisms
include allowing contextual analysis and/or deterministic
detection of unclassified patterns (e.g., deviations from
known/classified contexts) (such as span 114). For example,
system 100 may automatically check for contexts on service
invocation, and, upon detecting an unexpected behavior
(e.g., a context ID not present in the Cl-generated list), the
system 100 may include ways to (1) conduct root cause
analysis and disambiguation (e.g., detect deviations due to
communication failures, new load balancing configuration,
or an attack to application data); (2) isolate communications
to/from a given service (e.g., microservice 104f'in FIG. 1 or
any other microservice); and/or (3) infer malicious behavior
and notify the need to update the attack vector and attack
path knowledge base.

[0023] Although FIG. 1 illustrates a particular number of
components of system 100, this disclosure contemplates any
suitable number of components. Although FIG. 1 illustrates
a particular arrangement of the components of system 100,
this disclosure contemplates any suitable arrangement of the
components. Furthermore, although FIG. 1 describes and
illustrates particular components, devices, or systems car-
rying out particular actions, this disclosure contemplates any
suitable combination of any suitable components, devices,
or systems carrying out any suitable actions.

[0024] FIG. 2 illustrates an example preemptive system
200 for detecting attack vectors for application data 106.
System 200 may include the plurality of microservices 104
located on the cloud infrastructure 102, a context generator
202, a context catalog 204, a span inspector module 206, a
local database 208, and a telemetry unit 210.
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[0025] In the illustrated embodiment of FIG. 2, microser-
vices 104a through 104/ may be endowed with a distributed
Incident Detection (ID) processor 212 with local access to
the context catalog 204. The context catalog 204 may store
one or more contexts 214 generated by the context generator
202. In embodiments, the context generator 202 may receive
signals associated with a span for an invoked service call on
the cloud infrastructure 102 and may store the span as one
of the one or more contexts 214 for a given microservice
104. The context generator 202 may receive said signals
from via the telemetry unit 210. In embodiments, the telem-
etry unit 210 may employ one or more scanners and/or
collectors to collect and communicate the signals between
the microservices 104.

[0026] Each ID processor 212 may provide ways to inject,
propagate, and/or extract the learned contexts 214 (e.g., by
instrumentation in the application service). In certain
embodiments, ID processors 212 may: (1) receive telemetry
information and know which context 214 invoked the ser-
vice (e.g., information available from the context catalog
204); (2) mark spans when context 214 is unknown or
unexpected and/or flag them for inspection; and/or (3)
isolate and/or block invocations/communications outside of
known contexts 214 (e.g., by pushing filters to sidecars or by
an alternative means).

[0027] In embodiments, both the context generator 202
and the span inspector module 206 may be communicatively
coupled to the telemetry unit 210. Span inspector module
206 may: (4) receive the spans marked for inspection from
telemetry unit 210; (5) analyze and/or determine if the
incident should be classified as an attack; (6) if the incident
should not be classified as an attack, remove the mark from
the span, otherwise, query the local database 208 for the
attack vector knowledge base; (7) analyze and determine if
the incident is rooted on a known attack vector/attack path
(hence requiring prioritization) or belongs to a new category
for which there is no known vector; and/or (8) when
applicable, notify the need for creating new attack vectors in
the local database 208. In embodiments, the local database
208 may be configured to store known attack vectors or
attack paths.

[0028] Although FIG. 2 illustrates a particular number of
components of system 200, this disclosure contemplates any
suitable number of components. Although FIG. 2 illustrates
a particular arrangement of the components of system 200,
this disclosure contemplates any suitable arrangement of the
components. Furthermore, although FIG. 2 describes and
illustrates particular components, devices, or systems car-
rying out particular actions, this disclosure contemplates any
suitable combination of any suitable components, devices,
or systems carrying out any suitable actions.

[0029] FIGS. 3-6 illustrate example methods for leverag-
ing telemetry to detect vulnerabilities. FIG. 3 illustrates a
method 300 performed by context generator 202 of FIG. 2
during a learning phase. FIG. 4 illustrates a method 400
performed by distributed ID processors 212 of FIG. 2. FIGS.
5-6 illustrate a method 500, 600 performed by span inspector
module 206 of FIG. 2.

[0030] Method 300 of FIG. 3 may include the following
steps. Method 300 may initiate at step 302 with the telemetry
unit 210 (referring to FIG. 2) sending and storing a new
span. At step 304 of method 300, the context generator 202
may determine whether a milestone has been reached. A
milestone may be reached: (1) by manual finish of the
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learning phase (at the end of continuous integration and
continuous delivery/continuous deployment (CI/CD) testing
cycle); (2) after a certain number of samples; (3) after a time
period, or any other suitable milestone. If the milestone has
been reached, method 300 moves from step 304 to step 306.
Otherwise, the method 300 proceeds back to step 302.
[0031] At step 306 of method 300, traces/spans may be
analyzed and contexts 214 (referring to FIG. 2) may be
generated. In certain embodiments, this may be imple-
mented as a variation of unsupervised learning such as a
K-Means clustering algorithm run to extract centroids (con-
texts) from collected data samples (spans). In some embodi-
ments, this may be seeded by running certain telemetry
spans in a privileged mode (e.g., admin flag/certificate)
denoting a new span as the “golden run,” which may be
automatically approved. Method 300 then may proceed from
step 306 to step 308.

[0032] At step 308 of method 300, contexts 214 may be
stored in the context catalog 204 (referring to FIG. 2). In
some embodiments, storing contexts 214 may represent
persisting the contexts 214 in a database and/or in memory
databases accessible by ID processors 212. In certain
embodiments, storing contexts 214 may include storing
KVPs and any additional metadata needed for context
description (e.g., signed/attestable member lists, etc.).
Method 300 then proceeds from step 308 to step 310.
[0033] At step 310 of method 300, the contexts 214 may
be integrated into the CI pipeline. After storing contexts 214
and generating appropriate key-value pairs, each service
may receive encoded at build time with context KVP values
that it should expect to see when invoked at run-time. In
certain embodiments, after integrating the contexts into the
CI pipeline, the learning set may be deleted in an optional
step 312. Method 300 then proceeds to end.

[0034] Method 400 of FIG. 4 may include the following
steps. Method 400 may initiate at step 402 with invoking a
service. At step 402, a service call may be invoked for any
one of the microservices 104 (referring to FIGS. 1-2). At
step 404 of method 400, the distributed ID processors 212
(referring to FIG. 2) may each determine whether the service
belongs to one of the contexts 214 (referring to FIG. 2)
stored in the context catalog 204 (referring to FIG. 2). For
example, a whitelist instrumentation may compare the con-
text identifier in the request’s header to a list of known
contexts 214 which access the microservice 104 (e.g.,
retrieved from the context catalog 204 in memory). In
certain embodiments, contexts 214 may include a list of
members (e.g., in the form of required signatures of earlier
service steps present in the header). Techniques such as
hashing and/or forward signing contexts within tracing
information in the telemetry may substantially reduce the
attack surface for the application data 106 (referring to FIG.
1). In some cases, the context 214 may be known but it may
have been propagated through an unexpected predecessor
(e.g., due to a failure, redirection, and retry process, due to
a new load balancing process, due to an attack, etc.).
[0035] If, at step 404, the service belongs to a known and
expected context, the service call is continued at step 406. If,
at step 404, the service does not belong to a known and
expected context, method 400 moves from step 404 to step
408, where the span is flagged for investigation. In certain
embodiments, the service detecting a misbehavior adds a
metadata flag to the span. In some embodiments, telemetry
collection backend of telemetry unit 210 may accept all
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spans and stores the spans. In certain embodiments, the span
inspector module 206 may sit behind the telemetry collec-
tion and reacts to marked spans. Method 400 may then
proceed from step 408 to step 410.

[0036] At step 410 of method 400, a determination may be
made as to whether any services should be denied. For
example, a service denial/rule enforcement may be used to
deny unknown contexts. If, at step 410, the service is not
denied, the service call is continued at step 406. If, at step
410, the service is denied, the distributed ID processors 212
may enforce the policy at a step 412. Method 400 then may
proceed to end.

[0037] Method 500 of FIG. 5 may include the following
steps. Method 500 may begin at step 502 with the span
inspector module 206 receiving marked spans. In embodi-
ments, the received marked spans have each been flagged for
inspection. At step 504, span inspector module 206 may
conduct a root cause analysis to determine if the incident that
flagged the marked span should be classified as an attack.
Various possible operations might be conducted by the span
inspector module 206 to this end. For example, additional
telemetry and operational information may be collected to
detect unusual events, such as services not responding,
redirections, and retries, which might correspond to valid
behavior programmed in the application services but not
necessarily captured by the context generator 202 (referring
to FIG. 2) during the learning phase. As another example, a
new load balancing process may be enforced without having
yet retrained the incident detection processes. Hence, such
traffic redirection might also correspond to valid patterns
that are not yet captured by the context generator 202.
Additional operational information and correlation analysis
may help with identifying valid situations that were not
captured during the learning phase.

[0038] At step 506, the span inspector module 206 may
may determine if the marked span is an attack, based on the
results of step 504. If the incident is not considered an attack,
the mark and/or flag may be removed from the span at step
508. If the incident is considered an attack, method 500 then
proceeds from step 506 to step 510. At step 510, an incident
investigation may be performed (i.e., wherein method 600 of
FIG. 6 is illustrative of an incident investigation). Method
500 may then proceed to end. Step 510 is described in more
detail in FIG. 6.

[0039] Method 600 of FIG. 6 may illustrate step 510 of
FIG. 5 and may include the following steps. Method 600
may begin at step 602 with one or more spans being
classified as an attack. At step 604, if any of the compro-
mised spans touched data (such as application data 106),
method 600 moves to step 606, where the data stores are
marked as compromised. For example, the span inspector
module 206 may have access to the span store from the
telemetry collection backend of telemetry unit 210 (referring
to FIG. 2). As another example, the span inspector module
206 may check all steps present in the span involving data
read/writes. As still another example, the span inspector
module 206 may interact with a data security posture
management (DSPM), a data inventory or data control tool,
an application security solution, and/or the like to indicate or
mark certain data sources as compromised. As yet another
example, the span inspector module 206 may notify the
corresponding data controller and/or processor about the
issue. Method 600 then moves to step 608.
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[0040] At step 608, known attack vectors and attack paths
may be retrieved. For example, the span inspector module
206 may retrieve information from security profiles stored in
a database (e.g., local database 208). At step 610, the
telemetry information may be inspected to find a compatible
pattern with a known attack path. For example, the span
inspector module 206 may look for an intersection between
the steps present in the context 214 (referring to FIG. 2)
flagged for inspection and known (possible) points of attack.
[0041] If, at step 612, an attack path is identified, method
600 moves from step 612 to step 614, where priorities may
be updated. For example, the span investigation process may
raise the priority and severity of the identified attack path in
the local database 208, as the identified attack path is being
actively exploited. Method 600 may then end. If, at step 612,
an attack path is not identified, method 600 proceeds from
step 612 to step 616, where other suspicious spans may be
collected.

[0042] At step 618, the span inspector module 206 may
inspect the telemetry data or information and find possible
correlations with the new attack. For example, the span
inspector module 206 may collect other suspicious spans
and/or check for any other spans marked for investigation.
Method 600 then proceeds to step 620, where collected
information may be fed to the database (e.g., local database
208) such that new attack vector and the corresponding
attack paths may be created by a domain expert. For
example, the span inspector module 206 may notify the need
for creating a new attack vector and the corresponding (new)
attack paths. Method 600 then proceeds to end. In certain
embodiments, potential attacks to the telemetry and/or
instrumentation process may be mitigated and proactively
captured as “known” attack vectors to the CI/CD pipeline (at
build/deploy time).

[0043] Although this disclosure describes and illustrates
particular steps for the methods of FIGS. 3-6 as occurring in
a particular order, this disclosure contemplates any suitable
steps for the methods of FIGS. 3-6 occurring in any suitable
order. Although this disclosure describes and illustrates an
example method for leveraging telemetry to detect vulner-
abilities including the particular steps of method 300, 400,
500, and 600, this disclosure contemplates any suitable
method for leveraging telemetry to detect vulnerabilities
including any suitable steps, which may include all, some, or
none of the steps of method 300, 400, 500, and 600, where
appropriate. Furthermore, although FIGS. 3-6 describe and
illustrate particular components, devices, or systems carry-
ing out particular actions, this disclosure contemplates any
suitable combination of any suitable components, devices,
or systems carrying out any suitable actions.

[0044] Technical advantages of certain embodiments of
this disclosure may include one or more of the following.
This disclosure describes systems and methods that capture,
catalog, encode, instrument, and/or propagate attestable
contexts when application services (such as microservices
104) interact with sensitive data at rest and/or in-memory
databases. Certain systems and methods described herein
allow contextual analysis and deterministic detection of
unclassified service call patterns (e.g., deviations from
known/classified contexts). Certain embodiments of this
disclosure automatically check for contexts on service invo-
cation, and upon detecting an unexpected behavior, take
further actions. The further actions may include conducting
root cause analysis and disambiguation to determine if the
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incident should be classified as an attack, reprioritizing
known attack vectors/paths that are being exploited, notify-
ing the need to create new attack vectors when there are no
attack vectors in the knowledge base matching the current
attack detected, and the like.

[0045] Other technical advantages will be readily apparent
to one skilled in the art from the following figures, descrip-
tions, and claims. Moreover, while specific advantages have
been enumerated above, various embodiments may include
all, some, or none of the enumerated advantages.

[0046] FIG. 7 illustrates an example computer system 700.
In particular embodiments, one or more computer systems
700 perform one or more steps of one or more methods
described or illustrated herein. In particular embodiments,
one or more computer systems 700 provide functionality
described or illustrated herein. In particular embodiments,
software running on one or more computer systems 700
performs one or more steps of one or more methods
described or illustrated herein or provides functionality
described or illustrated herein. Particular embodiments
include one or more portions of one or more computer
systems 700. Herein, reference to a computer system may
encompass a computing device, and vice versa, where
appropriate. Moreover, reference to a computer system may
encompass one or more computer systems, where appropri-
ate. In one or more embodiments, the context generator 202
(referring to FIG. 2) and/or the span inspector module 206
(referring to FIG. 2) may utilize or function as one or more
computer systems 700.

[0047] This disclosure contemplates any suitable number
of computer systems 700. This disclosure contemplates
computer system 700 taking any suitable physical form. As
example and not by way of limitation, computer system 700
may be an embedded computer system, a system-on-chip
(SOC), a single-board computer system (SBC) (such as, for
example, a computer-on-module (COM) or system-on-mod-
ule (SOM)), a desktop computer system, a laptop or note-
book computer system, an interactive kiosk, a mainframe, a
mesh of computer systems, a mobile telephone, a personal
digital assistant (PDA), a server, a tablet computer system,
an augmented/virtual reality device, or a combination of two
or more of these. Where appropriate, computer system 700
may include one or more computer systems 700; be unitary
or distributed; span multiple locations; span multiple
machines; span multiple data centers; or reside in a cloud,
which may include one or more cloud components in one or
more networks. Where appropriate, one or more computer
systems 700 may perform without substantial spatial or
temporal limitation one or more steps of one or more
methods described or illustrated herein. As an example, and
not by way of limitation, one or more computer systems 700
may perform in real time or in batch mode one or more steps
of one or more methods described or illustrated herein. One
or more computer systems 700 may perform at different
times or at different locations one or more steps of one or
more methods described or illustrated herein, where appro-
priate.

[0048] In particular embodiments, computer system 700
includes a processor 702, a memory 704, a storage 706, an
input/output (I/O) interface 708, a communication interface
710, and a bus 712. Although this disclosure describes and
illustrates a particular computer system having a particular
number of particular components in a particular arrange-
ment, this disclosure contemplates any suitable computer
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system having any suitable number of any suitable compo-
nents in any suitable arrangement.

[0049] In particular embodiments, processor 702 includes
hardware for executing instructions, such as those making
up a computer program. As an example and not by way of
limitation, to execute instructions, processor 702 may
retrieve (or fetch) the instructions from an internal register,
an internal cache, memory 704, or storage 706; decode and
execute them; and then write one or more results to an
internal register, an internal cache, memory 704, or storage
706. In particular embodiments, processor 702 may include
one or more internal caches for data, instructions, or
addresses. This disclosure contemplates processor 702
including any suitable number of any suitable internal
caches, where appropriate. As an example and not by way of
limitation, processor 702 may include one or more instruc-
tion caches, one or more data caches, and one or more
translation lookaside buffers (TLBs). Instructions in the
instruction caches may be copies of instructions in memory
704 or storage 706, and the instruction caches may speed up
retrieval of those instructions by processor 702. Data in the
data caches may be copies of data in memory 704 or storage
706 for instructions executing at processor 702 to operate
on; the results of previous instructions executed at processor
702 for access by subsequent instructions executing at
processor 702 or for writing to memory 704 or storage 706;
or other suitable data. The data caches may speed up read or
write operations by processor 702. The TLBs may speed up
virtual-address translation for processor 702. In particular
embodiments, processor 702 may include one or more
internal registers for data, instructions, or addresses. This
disclosure contemplates processor 702 including any suit-
able number of any suitable internal registers, where appro-
priate. Where appropriate, processor 702 may include one or
more arithmetic logic units (ALUs); be a multi-core proces-
sor; or include one or more processors 702. Although this
disclosure describes and illustrates a particular processor,
this disclosure contemplates any suitable processor.

[0050] In particular embodiments, memory 704 includes
main memory for storing instructions for processor 702 to
execute or data for processor 702 to operate on. As an
example and not by way of limitation, computer system 700
may load instructions from storage 706 or another source
(such as, for example, another computer system 700) to
memory 704. Processor 702 may then load the instructions
from memory 704 to an internal register or internal cache. To
execute the instructions, processor 702 may retrieve the
instructions from the internal register or internal cache and
decode them. During or after execution of the instructions,
processor 702 may write one or more results (which may be
intermediate or final results) to the internal register or
internal cache. Processor 702 may then write one or more of
those results to memory 704. In particular embodiments,
processor 702 executes only instructions in one or more
internal registers or internal caches or in memory 704 (as
opposed to storage 706 or elsewhere) and operates only on
data in one or more internal registers or internal caches or in
memory 704 (as opposed to storage 706 or elsewhere). One
or more memory buses (which may each include an address
bus and a data bus) may couple processor 702 to memory
704. Bus 712 may include one or more memory buses, as
described below. In particular embodiments, one or more
memory management units (MMUSs) reside between proces-
sor 702 and memory 704 and facilitate accesses to memory
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704 requested by processor 702. In particular embodiments,
memory 704 includes random access memory (RAM). This
RAM may be volatile memory, where appropriate. Where
appropriate, this RAM may be dynamic RAM (DRAM) or
static RAM (SRAM). Moreover, where appropriate, this
RAM may be single-ported or multi-ported RAM. This
disclosure contemplates any suitable RAM. Memory 704
may include one or more memories 704, where appropriate.
Although this disclosure describes and illustrates particular
memory, this disclosure contemplates any suitable memory.

[0051] In particular embodiments, storage 706 includes
mass storage for data or instructions. As an example and not
by way of limitation, storage 706 may include a hard disk
drive (HDD), a floppy disk drive, flash memory, an optical
disc, a magneto-optical disc, magnetic tape, or a Universal
Serial Bus (USB) drive or a combination of two or more of
these. Storage 706 may include removable or non-remov-
able (or fixed) media, where appropriate. Storage 706 may
be internal or external to computer system 700, where
appropriate. In particular embodiments, storage 706 is non-
volatile, solid-state memory. In particular embodiments,
storage 706 includes read-only memory (ROM). Where
appropriate, this ROM may be mask-programmed ROM,
programmable ROM (PROM), erasable PROM (EPROM),
electrically erasable PROM (EEPROM), electrically alter-
able ROM (EAROM), or flash memory or a combination of
two or more of these. This disclosure contemplates mass
storage 706 taking any suitable physical form. Storage 706
may include one or more storage control units facilitating
communication between processor 702 and storage 706,
where appropriate. Where appropriate, storage 706 may
include one or more storages 706. Although this disclosure
describes and illustrates particular storage, this disclosure
contemplates any suitable storage.

[0052] In particular embodiments, I/O interface 708
includes hardware, software, or both, providing one or more
interfaces for communication between computer system 700
and one or more /O devices. Computer system 700 may
include one or more of these I/O devices, where appropriate.
One or more of these /O devices may enable communica-
tion between a person and computer system 700. As an
example and not by way of limitation, an /O device may
include a keyboard, keypad, microphone, monitor, mouse,
printer, scanner, speaker, still camera, stylus, tablet, touch
screen, trackball, video camera, another suitable 1/O device
or a combination of two or more of these. An /O device may
include one or more sensors. This disclosure contemplates
any suitable 1/O devices and any suitable I/O interfaces 708
for them. Where appropriate, /O interface 708 may include
one or more device or software drivers enabling processor
702 to drive one or more of these I/O devices. I/O interface
708 may include one or more /O interfaces 708, where
appropriate. Although this disclosure describes and illus-
trates a particular I/O interface, this disclosure contemplates
any suitable I/O interface.

[0053] In particular embodiments, communication inter-
face 710 includes hardware, software, or both providing one
or more interfaces for communication (such as, for example,
packet-based communication) between computer system
700 and one or more other computer system 700 or one or
more networks. As an example and not by way of limitation,
communication interface 710 may include a network inter-
face controller (NIC) or network adapter for communicating
with an Ethernet or other wire-based network or a wireless
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NIC (WNIC) or wireless adapter for communicating with a
wireless network, such as a WI-FI network. This disclosure
contemplates any suitable network and any suitable com-
munication interface 710 for it. As an example and not by
way of limitation, computer system 700 may communicate
with an ad hoc network, a personal area network (PAN), a
local area network (LAN), a wide area network (WAN), a
metropolitan area network (MAN), or one or more portions
of the Internet or a combination of two or more of these. One
or more portions of one or more of these networks may be
wired or wireless. As an example, computer system 700 may
communicate with a wireless PAN (WPAN) (such as, for
example, a BLUETOOTH WPAN), a WI-FI network, a
WI-MAX network, a cellular telephone network (such as,
for example, a Global System for Mobile Communications
(GSM) network), or other suitable wireless network or a
combination of two or more of these. Computer system 700
may include any suitable communication interface 710 for
any of these networks, where appropriate. Communication
interface 710 may include one or more communication
interfaces 710, where appropriate. Although this disclosure
describes and illustrates a particular communication inter-
face, this disclosure contemplates any suitable communica-
tion interface.

[0054] In particular embodiments, bus 712 includes hard-
ware, software, or both coupling components of computer
system 700 to each other. As an example and not by way of
limitation, bus 712 may include an Accelerated Graphics
Port (AGP) or other graphics bus, an Enhanced Industry
Standard Architecture (EISA) bus, a front-side bus (FSB), a
HYPERTRANSPORT (HT) interconnect, an Industry Stan-
dard Architecture (ISA) bus, an INFINIBAND interconnect,
a low-pin-count (LPC) bus, a memory bus, a Micro Channel
Architecture (MCA) bus, a Peripheral Component Intercon-
nect (PCI) bus, a PCI-Express (PCle) bus, a serial advanced
technology attachment (SATA) bus, a Video Electronics
Standards Association local (VLB) bus, or another suitable
bus or a combination of two or more of these. Bus 712 may
include one or more buses 712, where appropriate. Although
this disclosure describes and illustrates a particular bus, this
disclosure contemplates any suitable bus or interconnect.

[0055] Herein, a computer-readable non-transitory storage
medium or media may include one or more semiconductor-
based or other integrated circuits (ICs) (such, as for
example, field-programmable gate arrays (FPGAs) or appli-
cation-specific ICs (ASICs)), hard disk drives (HDDs),
hybrid hard drives (HHDs), optical discs, optical disc drives
(ODDs), magneto-optical discs, magneto-optical drives,
floppy diskettes, floppy disk drives (FDDs), magnetic tapes,
solid-state drives (SSDs), RAM-drives, SECURE DIGITAL
cards or drives, any other suitable computer-readable non-
transitory storage media, or any suitable combination of two
or more of these, where appropriate. A computer-readable
non-transitory storage medium may be volatile, non-vola-
tile, or a combination of volatile and non-volatile, where
appropriate.

[0056] Herein, “or” is inclusive and not exclusive, unless
expressly indicated otherwise or indicated otherwise by
context. Therefore, herein, “A or B” means “A, B, or both,”
unless expressly indicated otherwise or indicated otherwise
by context. Moreover, “and” is both joint and several, unless
expressly indicated otherwise or indicated otherwise by
context. Therefore, herein, “A and B” means “A and B,
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jointly or severally,” unless expressly indicated otherwise or
indicated otherwise by context.
[0057] The scope of this disclosure encompasses all
changes, substitutions, variations, alterations, and modifica-
tions to the example embodiments described or illustrated
herein that a person having ordinary skill in the art would
comprehend. The scope of this disclosure is not limited to
the example embodiments described or illustrated herein.
Moreover, although this disclosure describes and illustrates
respective embodiments herein as including particular com-
ponents, elements, feature, functions, operations, or steps,
any of these embodiments may include any combination or
permutation of any of the components, elements, features,
functions, operations, or steps described or illustrated any-
where herein that a person having ordinary skill in the art
would comprehend. Furthermore, reference in the appended
claims to an apparatus or system or a component of an
apparatus or system being adapted to, arranged to, capable
of, configured to, enabled to, operable to, or operative to
perform a particular function encompasses that apparatus,
system, component, whether or not it or that particular
function is activated, turned on, or unlocked, as long as that
apparatus, system, or component is so adapted, arranged,
capable, configured, enabled, operable, or operative. Addi-
tionally, although this disclosure describes or illustrates
particular embodiments as providing particular advantages,
particular embodiments may provide none, some, or all of
these advantages.
[0058] The embodiments disclosed herein are only
examples, and the scope of this disclosure is not limited to
them. Particular embodiments may include all, some, or
none of the components, elements, features, functions,
operations, or steps of the embodiments disclosed herein.
Embodiments disclosed herein include a method, an appa-
ratus, a storage medium, a system and a computer program
product, wherein any feature mentioned in one category,
e.g., a method, can be applied in another category, e.g., a
system, as well.
What is claimed is:
1. A system, comprising:
one or more processors; and
one or more computer-readable non-transitory storage
media comprising instructions that, when executed by
the one or more processors, cause one or more com-
ponents of the system to perform operations compris-
ing:
receiving a marked span that has been flagged for
inspection;
conducting a root cause analysis to determine if the
marked span should be classified as an attack;
in response to a determination that the marked span
should be classified as the attack, determining
whether the marked span engaged with data corre-
sponding to one or more application services defin-
ing the marked span; and
designating the data corresponding to the one or more
application services as compromised in response to a
determination that the marked span did engage with
said data.
2. The system of claim 1, the operations further compris-
ing:
in response to a determination that the marked span
should not be classified as the attack, removing meta-
data corresponding to a flag for the marked span.
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3. The system of claim 1, the operations further compris-
ing:

notifying an associated data controller in response to a

determination that the marked span did engage with
said data.
4. The system of claim 1, the operations further compris-
ing:
receiving telemetry information corresponding to invok-
ing a service call to a first application service to access
application data of a second application service; and

verifying whether a context identifier stored in a header of
the first application service corresponds to a context
stored in a context catalog.

5. The system of claim 4, the operations further compris-
ing:

inhibiting the invoked service call in response to a deter-

mination that the context identifier stored in the header
of the first application service does not correspond to
the context stored in the context catalog.

6. The system of claim 1, the operations further compris-
ing accessing a local database storing one or more known
attack vectors.

7. The system of claim 6, the operations further compris-
ing:

comparing the marked span to the one or more known

attack vectors for overlapping points of attack; and
generating a new attack vector based on the marked span
for storage in the local database.

8. A method for detecting an unknown attack vector,
comprising:

receiving a marked span that has been flagged for inspec-

tion;

conducting a root cause analysis to determine if the

marked span should be classified as an attack;

in response to a determination that the marked span

should be classified as the attack, determining whether
the marked span engaged with data corresponding to
one or more application services defining the marked
span; and

designating the data corresponding to the one or more

application services as compromised in response to a
determination that the marked span did engage with
said data.

9. The method of claim 8, further comprising:

in response to a determination that the marked span

should not be classified as the attack, removing meta-
data corresponding to a flag for the marked span.

10. The method of claim 8, further comprising:

notifying an associated data controller in response to a

determination that the marked span did engage with
said data.
11. The method of claim 8, further comprising:
receiving telemetry information corresponding to invok-
ing a service call to a first application service to access
application data of a second application service; and

verifying whether a context identifier stored in a header of
the first application service corresponds to a context
stored in a context catalog.

12. The method of claim 11, further comprising:

inhibiting the invoked service call in response to a deter-

mination that the context identifier stored in the header
of the first application service does not correspond to
the context stored in the context catalog.
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13. The method of claim 8, further comprising:

accessing a local database storing one or more known

attack vectors.

14. The method of claim 13, further comprising:

comparing the marked span to the one or more known

attack vectors for overlapping points of attack; and
generating a new attack vector based on the marked span
for storage in the local database.

15. A non-transitory computer-readable medium compris-
ing instructions that are configured, when executed by a
processor, to:

receive a marked span that has been flagged for inspec-

tion;

conduct a root cause analysis to determine if the marked

span should be classified as an attack;

in response to a determination that the marked span

should be classified as the attack, determine whether
the marked span engaged with data corresponding to
one or more application services defining the marked
span; and

designate the data corresponding to the one or more

application services as compromised in response to a
determination that the marked span did engage with
said data.

16. The non-transitory computer-readable medium of
claim 15, wherein the instructions are further configured to:

in response to a determination that the marked span

should not be classified as the attack, remove metadata
corresponding to a flag for the marked span.
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17. The non-transitory computer-readable medium of
claim 15, wherein the instructions are further configured to:
notify an associated data controller in response to a
determination that the marked span did engage with
said data.
18. The non-transitory computer-readable medium of
claim 15, wherein the instructions are further configured to:
receive telemetry information corresponding to invoking
a service call to a first application service to access
application data of a second application service; and
verify whether a context identifier stored in a header of the
first application service corresponds to a context stored
in a context catalog.
19. The non-transitory computer-readable medium of
claim 18, wherein the instructions are further configured to:
inhibit the invoked service call in response to a determi-
nation that the context identifier stored in the header of
the first application service does not correspond to the
context stored in the context catalog.
20. The non-transitory computer-readable medium of
claim 15, wherein the instructions are further configured to:
access a local database storing one or more known attack
vectors;
compare the marked span to the one or more known attack
vectors for overlapping points of attack; and
generate a new attack vector based on the marked span for
storage in the local database.

#* #* #* #* #*
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